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Introduction

ATM networks have emerged as viable transport
technologieswithin the last few years. However, they
do not yet havethe stability and maturity of
wel|-established networks such as X.25. Any new
X.25 product can be tested and measured against
steady componentsusing validated M eans of Testing
(MoT) beforeitisintroduced onthe market. Thisisfar
from being the case with ATM. Thereis no Reference
Implementation (RI) yet. In addition, many of the
protocolsthat comprise ATM, such asthesignalling
protocols, are quite complex, which makesthe
validation of anew design or product that much more
important.
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Testing ATM I nteroperability

Internet working these complex systems,
which possibly come from different
vendors, may also proveto be
challenging. Thereisonly oneway to
increase confidence that ATM products
meet their functional specificationsand
can interwork with other ATM products:
using the proper testing techniques.
Hence, testing should be used at all
phases of ATM deployment:

e product development

« product validation and network.

* integration.

This solution brief describes various
testing techniques that are applicable t
ATM and that can help achieve ATM
interoperability. Concepts and

methodologies are explained, and
illustrated with practical examples.

Standards and
Specifications

International organizations or industry

o]

Contributions to the Testing SWG are on
a voluntary basis. Member companies
bring in their proposals which are then
debated, voted on and finally
adopted.Agilent actively participates in
this SWG and has made major
contributions to the ATM Layer
Conformance and Interoperability ATSs,
as well as Signalling 3.x (and soon 4.0)
ATSs. The ATM Forum decides which
parts of the ATM protocol stack need to
be tested first and builds some priority
list. Then the testing coverage of each
ATS is decided among the member
companies, based on both the initial
contributions and the subsequent
counterproposals.

In the remainder of this paper, when an
ATM specification is mentioned, the
reference will be the ATM Forum’s ATM
User-Network Interface Specification,
Version 4.0, July 1996, unless noted
otherwise.

From specifications, companies develop

forums, such as the ATM Forum, defineproducts like an ATM switch or a

standards or specifications that are
adopted by all member countries or
companies, and this is where the

Network Interface Card (NIC). If the
base specifications are ambiguous,
inconsistent or incomplete at the start (as

conformance testing process must startmany newly-adopted specifications are

The ATM Forum is a non-profit

likely to be), itis highly possible that two
similar products developed from the

international industry consortium WhoseSame specification by two different

mission is to accelerate rapid
convergence on ATM interoperability
specifications based on international
standards and to promote industry

companies may not work together. Itis
the role of testing to detect such
problems.

cooperation. For defining specifications,

the ATM Forum Technical Committee

has spawned a number of Sub-Working

Groups (SWG). One of these is the
Testing SWG, which is concerned with
testing at all layers of the ATM protocol
stack and has produced a series of
Abstract Test Suites (ATSs), from Cell
Layer to Signalling and beyond.
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Testing ATM Interoperability

The testing work starts with the
specification. For each feature or
characteristic in the specification, a Test
Purpose is written. For example, the
ATM UNI 3.1 Specification (1), section
5.5.1.5,p. 244, specifies:

Abstract
Test
Case

If the network can determine that access
to the requested service is authorized and
available, the network may send a CALL
PROCEEDING message to the user to
acknowledge the SETUP message and to
indicate that the call is being processed,
and enter the Outgoing Call Proceeding
state. If the network chooses not to send

Figure 1: Major steps involved in Conformance Testing. the CALL PROCEEDING message, the

(1) The ATM UNI 4.0 specification refers to the
previously-published UNI 3.1 specification for the regular
call control procedures.
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network shall remain in the Call Initiated
state.

Test Purpose

In order to test this part of the
specification, a Test Purpose will be
developed by the organization doing the
conformance testing, that clearly
indicates the expected testing

Testing Methodologies

Therearethreekey testing
methodologiesthat are necessary for a
thorough validation of aproduct
implementation:

» conformance testing, procedures. For example:
* |nterope:\rab|l|ty.test|ng If BBC class A (ASC=CBR) is
* regression testing. supported, then verify that the instrument
The next three sections will examine ~ under test (IUT) sends a valid CALL
these techniques in deta” PROCEEDING (|f the IUT generates a

. CALL PROCEEDING) or does not
2.1 Conformance Testing respond after receiving a valid SETUP
The first step in verifying the correctnes¢BBC class = A, ATC=7, Tagging = No,
of a product is to ensure that its Frame Discard = No, QOs Class = 0)

implementation performs in accordancewvhen the IUT is in State NO. The final
with the specification it was built upon. IUT state is expected to be N3 or N1.
This process is called conformance

testing. In practice, the role of

conformance testing is to increase

confidence that a product conforms to its

specification and to reduce the risk of

malfunctioning when the product is

implemented within a working

environment, such as in an ATM

network.

Conformance Testing is a well-
established testing methodology based
on the multi-part standard, 1SO 9646,
published by the International
Organization for Standardization (1ISO).
Figure 1 depicts the major steps involved
in Conformance Testing.
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Testing ATM I nteroperability

Actually, dozensand dozens of
additional testsarerequired to verify
different combinations of the most

important Information Elements(IE) ina UNI SPECIF. 4.0

SETUP message: such as the Broadband
Bearer Capability (BBC), ATM Traffic
Descriptor (ATC), and others. All these
testswill refer to the same reference
section 5.5.1.5inthe ATM Forum
specification that was mentioned above.

Abstract Test Case

Next, each Test Purposeisturned into an
Abstract Test Case (ATC). AnATC
explainswith all necessary detailswhat
issent to theinstrument under test (IUT),
what isexpected from the IUT, what the
IUT must doinorder to passthetest case,
how the IUT canfail thetest case, etc.
When all aspects of aspecification have
been covered, aseriesof ATCs, called an
Abstract Test Suite (ATS), isthen
available.

Executable Test Suite

Onceimplemented on a particular
hardware platform, such as a protocol
analyzer, the ATS becomes an
Executable Test Suite (ETS). TheETS
offersto the user the capability to select
one or moretest cases from the whole
test suite, run thosetest cases against an
IUT and generate a Test Report. Most
evidently, if the Test Report uncovers
any |UT error, the product designer will
fix the problems found and re-run the
ETS.

Animportant feature of Conformance
Testing isthat each test case, when run
against an |UT, will giveaclear and
singleverdict: either PASS, FAIL or
INCONCLUSIVE. Theseverdicts
appear in the Test Report aong with the
detailed trace of each test caserun. See
Section 4, Example Test Suite Execution
and Results, later in this paper for a
detailed explanation of every aspect of
test suite execution and asample Test
Report.
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§ Extrapolate

ATM Forum

L
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Figure 2: Major steps of the Interoperability Testing process.

For the needs of this paper, al test case
examplesaretakenfromthe ATM Forum
UNI 4.0 Conformance Abstract Test
Suitefor theNetwork Side, except where
otherwise noted.

Interoperability Testing
Interoperability testing isthe next logical
step after conformance testing. While
conformance testing can increase
confidence that System A conformsto
Specification X and that System B also
conformsto Specification X,
interoperability testing will evaluateto
what extent Systems A and B can
actualy work with (or interoperate with)
each other. Figure 2 illustrates the major
steps of the Interoperability Testing
process:

* By extrapolating the specification
under real life situations, Test
Purposes are defined and then an ATS
is written

* From this ATS, an Executable Test
Suite (ETS) is implemented

e Then the ETS is executed on a
protocol analyzer against two
Systems Under Test (SUTs, such as
two ATM switches)

« Finally, a Test Report is generated
from this test campaign which, again,
may uncover errors in any SUT

Abstract
Test
Case
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Interoperability Testing shares several
common points with Conformance
Testing. ATCsand ATSslook very
similar at first glance, except mainly that
Interoperability Testing will specify
multiple ports where data are to be sent
and received to thetwo SUTs. The
processes of implementing the ATS and
running the ETS are strictly the same.
Hereaswell, each test case run will give
one of the samethreeverdicts (PASS,
FAIL or INCONCLUSIVE). Finally,
Test Reports present resultsin asimilar
fashion.

However, there are fundamental
differences between both testing
techniques. Conformance testing |ooks
at oneaspect of the specification at atime
and provides one (or very few) test
case(s) to verify thebehavior of an IUT
with regardsto this aspect.

Interoperability testing goesfurther: it
takes one (or afew related) aspect(s) of
the specification and aims at verifying

Testing ATM Interoperability

how these aspectscan be usedin practice
by two communicating network
components. This often yieldsto more
comprehensivetest casesthan
conformance testing.

Although interoperability testing |ooks
more appealing than conformance
testing, the latter isafirst, and
mandatory, step. Otherwise, when an
interoperability test casefails, itis not
possibleto determineif System A or
System B isresponsiblefor this verdict.

Regression Testing

Only inrare casesisasingle product be
put on the market duringitslifecycle.
Usually, subsequent versionsof a

product incorporate bug fixes,
enhancements, additional features, and

so on. Given this context, regression
testing isatechnique to ensure that the
existing features of an IUT are properly
migrating with the product’s evolution.
For example, if Version 2.0 of an ATM
product fixes some known errors at the
ATM Cell Layer, regression testing will
make sure that the existing (and
unchanged) Adaptation Layer still
behaves and performs as well as before
on top of the new Cell Layer. run part of
their regression tests.

-t
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When Do You Test in the
Product Life Cycle?

Product testing isaclear requirement of
the product development, however the
timing of thistesting may impact both
the costs of the product, and the

timewhenitisavailabletothe
marketplace. Different strategies can be
employed for these testing functions.

For example, supposethat the product in
guestionisanew ATM product onthe
market. One strategy would beto do
minimal in-house testing after product
development, and then go to an external
test |aboratory for full-scaletesting. Ina
field like ATM wheretimeto market is
critical, somepeoplemight betempted to
savetime with thisapproach, yielding
minimal in-house testing, yet ensuring
product quality with complete external
testing. The major drawback with this
strategy isthat it often uncovers
problems during the last phases of

devel opment cycle, resulting in costly
and time-consuming redesigns.

Thedternativeisto perform
conformance and interoperability testing
during product devel opment, which

www.Agilent.com/comms/BSTS

becomesthekey to higher product
quality and increasing assurance of
interoperability. As such, testing can be
done:

* By application engineers to test each
feature of the IUT as they are
implemented. Every ATM Executable
Test Suite allows the user to select
only a portion of the series of test
cases to facilitate this type of testing.
This strategy uncovers problems as
early as possible in the design cycle,
where problems are fixed at the least
cost, and enables the engineers to add
features and build on top of a solid
product.

e By test and quality assurance
engineers to run all applicable test
cases against an IUT before it goes on
production or before it is shipped to
customers. Again, every ATM
Executable Test Suite helps those
users with the saving all test
campaign setup and results. This
brings a systematic approach to
testing from one IUT to another and
facilitates Regression Testing as well.
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4. Examp|e Test Suite * Get the PICS and PIXIT proformas

: and fill in the questions on paper.
Execution and Results This first step is required by testing

This section describesthe various steps laboratories before a conformance
for running an ETS against aparticular testing session can take place.
IUT: However, if the ETS is to be run

. privately in some R&D lab, the test
preparation operator can go directly to the

e execution following step.

e results ¢ Load the ETS on the protocol

: ; analyzer and fill in on-line the same
These steps are also described in part 4 OfPICS and PIXIT questions. The

the ISO 9646 methodology standard. answer to these questions will be used
Test Suite Parameterization as parameters (called Test Suite

. . . . Parameters) to the ETS.
An ATS is designed to adapt its behavior A dd)'t' | " ;
to all sorts of IUTs. For example, if the nswer additional guestions for

specification says that a given feature customizing the test campaign (e.g.
P : ys 9 number of times each test case should
can be optionally implemented, and a

: be run, how detailed should the test
number of test cases have been included ¢ase traces be, etc.).

in the ATS to test this feature, then those )
test cases should not be run against anA" ETS package typically allows the

IUT that does not have this optional ~ OPerator to save all PICS, PIXIT and
feature. Another example: if, in a given additional settings to save time and add

consistency to further test campaigns, as
well as to facilitate regression testing at a
later stage.

situation, the IUT can react in two
different and valid ways, the test suite
must know before the execution begins
which way has been chosen for this  Test Case Selection
particular IUT in order for the test suite

. Before the test execution can begin, a test
to adapt its sequence of events.

case must be selected. In other words, the
This customization is accomplished  operator must tell the ETS which test
through a Protocol Implementation cases should be run for the present test
Conformance Statement (PICS) and a campaign. Some test cases may not be
Protocol Implementation eXtra selectable like in the above example
Information for Testing (PIXIT) where the IUT has not implemented an
document. Both documents contain a optional feature. Among the test cases
series of questions for parameterizing thihat are selectable, the operator may
ATS to a particular IUT. A PICS choose to run just a few to concentrate on
document is protocol specification some aspects of the IUT.

oriented and indicates which capabilities
and options have been implemented in
the IUT. A PIXIT document is rather IUT
dynamic -behavior-oriented and contains
additional parameters used to tailor the
execution of some test cases (such as the
duration of timers, or the value of certain
fields in information elements). Both
ATM Signalling Conformance PICS and
PIXIT proformas are created by the ATM
Forum Testing SWG, along (and
sometimes before) the related ATS.

In preparation for a test campaign, a test
operator will normally go through the
following steps:

KX Y TH=
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In fact, this notion of selectability is
clearly defined in conformance testing.
For each test case, thereisaboolean
expression (called a Test Case Selection
Expression) that must produce the value
TRUE beforethetest case can be
selected. Each Selection Expressionis
based on one or more Test Suite
Parameters. Consider thefollowing test
case sel ection example, shown on Figure
3:

Thus, test case NO_V0001_1can only be
selected if the IUT supports BBC Class
A and CBR service.

In addition, an ETS package normally
allowstheoperator to disregard the Test
Case Selection Expressionsand to select
any test case (e.g. for testing abnormal
situations).

Test Case Execution

Onceone or moretest cases have been
selected, thetest suite can berun. During
execution, the analyzer will send
messagesto thelUT, analyzeitsreaction
(contents of the messages sent by the
[UT, if any, time when these messages
aresent, etc.), compare the expected and
the observed behavior of thelUT, assign
averdict to thetest case, display aswell
asrecord on disk all protocol data
exchanged and proceed with the next test
case. Thistype of testing iscalled

stimulus-and-response testing, sincethe
analyzer expects someresponsefrom the
IUT after some stimulus has been sent.

In most cases, thetest suite runs
automatically, without any operator
intervention. Theonly exceptioniswhen
thetest suite asks the operator to
manually trigger some lUT event. For
example, intesting Signalling User Side,
thetest operator will be asked to trigger
the call establishment process so that the
IUT startsthetest case by sending a
SETUP messageto the analyzer. This
affectsavery small number of test cases
inthewholetest suite.

www.Agilent.com/comms/BSTS

Test Case: NO V0001 1
Selection Expr: CBR A YES
Def. of CBR_A Yes BBC_A SUPP_AND CBR SUPP
ParameterBBC A SUPP: Answer to the PICS question:

Broadband Bearer Capability Class
A is Supported

Parameter CBR_SUPP: Answer to the PICS question: ATM
Service Category CBR is supported

Figure 3: Test Case Selection Expression based on Test Suite Parameters.

Verdicts and Results

A conformance test campaign
necessarily produces averdict for each
test caserun. There arethreepossible
verdicts:

¢ PASS: when the IUT has met the Test
Purpose. The IUT has behaved
exactly as stated in the abstract test
case. For example, correct messages
sent with the correct contents at the
correct moment.

¢ FAIL: when the IUT has not met the
Test Purpose. An event contrary to
what is stated in the abstract test case
happened at least once. For example,
an incorrect message was sent, a
message containing incorrect
contents was sent, or a correct
message was sent too late.

¢ INCONCLUSIVE: when something
wrong happened but the tester was
never able to verify whether the IUT
met the Test Purpose or not. For
example, operator intervention was
required to trigger an IUT event but
the operator failed to proceed, or
incorrect behavior was encountered
in the early stages of the test case
(called the preamble), before the Test
Purpose could be verified.
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Figure 4: Example of test case trace.
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of Results
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|
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Followed by
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Figure 5: Beginning of a detailed test report.
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Results of atest campaign also include a
trace of each test caserun. A Test Case
Trace contains:

e The test case identifier plus date and
time when execution began

* All messages sent to and from the
IUT, in their original transmission
order, time stamped, with all IEs and
fields decoded

* Optionally, some statements as
coded in the abstract test case, to help
the operator follow the course of
events and detect where a problem (if
any) occurred and what was expected
instead, according to the ATC

* The verdict assigned to this test case

» Date and time when the test case
execution ended. Figure 4 gives an
example of a test case trace

Test Report

A detailed Test Report comprises all

results produced by the tester during a

test campaign.It provides a summary

table to indicate:

¢ Date and time when test report is
produced

e Test suite name and version number

« Environment: type of IUT, company
name, location (optional)

e The number of test cases selected

¢ The total number of PASS, FAIL and
INCONCLUSIVE verdicts

* The list of all test cases run, with their
respective verdicts

¢ Alist of all PICS and PIXIT
guestions with the answers given by
the test operator

« A complete trace for every test case
run

Figure 5 shows the beginning of a
detailed test report.
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b. Overall Benefits of
Conformance and
Interoperability Testing

Testing complex protocols, such as .
signalling protocols, isarigoroustask,

since hundreds of different testsmay be
required to verify all aspectsof the .
protocol. Faced with competitive

pressures, few product developers have
thetime to implement their own series of
tests. Therefore, expert organizations, or
standards bodies, such asthe ATM

Forum, have devel oped pre-defined tests
that are used as areference point for a
particular protocol. In many cases, these  *
approved test suites are designed to be

run automatically, thus further

simplifying the verification process. .

In summary the major benefits of

conformance and interoperability testing

are:

¢ An industry-wide, agreed-upon set o#
rules on how to test a protocol
implementation.

e The ATM Forum adds credibility to
the test suite coverage and brings a
systematic approach to testing.

* It provides an automated and

Additionally, every ATM Executable
Test Suite offers the following benefits:

Off-the-shelf test solutions based on
recognized ATSs.

Increased focus on specific aspects of
the IUT by selecting only relevant
test cases.

A concentration on problems, once
preliminary results have been
obtained, by selecting only test cases
that have previously FAILed (for
example) or allowing the termination
of testing at a later time by selecting
test cases that have never been tested
previously.

The ability to review and analyze
traffic with flexible data recording
and playback capabilities.

A means to quickly locate the source
of a problem and correlate the
execution of a test case to its ATC
with embedded diagnostic
information in the test case trace.

The capability to save and restore test
campaign setups and results to allow
for quick regression testing

Conclusion

customizable stimulus-and-responserhis paper has presented several testing

environment for verifying the
functionality of an ATM
implementation.

methodologies to verify the correctness
of an ATM implementation. We covered
conformance and interoperability testing

* Itclearly and simply summarizes tesgnq described the various steps involved

results with the use of verdicts (such
as PASS or FAIL).

in these testing techniques, from
designing AT Ss to executing ETS and

+ Written test campaign results can begpytaining Test Reports. Through the use

produced, including a detailed test
report.

of these testing techniques, ATM
products can be brought to market more

* When used during R&D design cyclegficiently, and continue to be technical
testing can help pinpoint problems in;5 | throughout their product life

the early stages of an ATM product
development, thus avoiding costly
and time consuming redesigns.

e Testing can reduce overall time to
market.
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Acronyms

ATC
ATS
CPE
ETC
ETS
IE
ITU-T

T

MoT
NSP
PICS

PIXIT

RI
SWG
UNI
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Abstract Test Case

Abstract Test Suite

Customer Premises Equipment
Executable Test Case
Executable Test Suite
Information Elements

International Telecommunications
Union -Telecommunication
Standardization Sector

Implementation Under Test
Means of Testing
Network Service Provider

Protocol Implementation
Conformance Statement

Protocol Implementation eXtra
Information for Testing

Reference Implementation
Sub-Working Group

User-Network Interface

Broadband Series Test Sys\tgm



Agilent Technologies Broadband Series Test System

The Agilent Technologies BSTS is the industry-standard ATM/BISDN test system for R&D engineering, product development, field trials and
QA testing. The latest leading edge, innovative solutions help you lead the fast-packet revolution and reshape tomorrow’s networks. It offers
a wide range of applications:

ATM traffic management and signalling
Packet over SONET/SDH (POS)
switch/router interworking and performance
third generation wireless tesing

complete, automated conformance testing

The BSTS is modular to grow with your testing needs. Because we build all BSTS products without shortcuts according to full
specifications, you'll catch problems other test equipment may not detect.

United States:

Adgilent Technologies

Test and Measurement Call Center
PO. Box 4026

Englewood, CO 80155-4026
1-800-452-4844

Canada:

Adgilent Technol ogies Canada I nc.
5150 Spectrum Way

Mississauga, Ontario

L4W 5G1

1-877-894-4414

www.Agilent.com/comms/BSTS

Europe:

Agilent Technologies

European Marketing Organisation
PO. Box 999

1180 AZ Amstelveen

The Netherlands

(31 20) 547-9999

Japan:

Agilent Technologies Japan Ltd.
Measurement Assistance Center
9-1, Takakura-Cho, Hachigji-Shi,
Tokyo 192-8510, Japan

Tel: (81) 426-56-7832

Fax: (81) 426-56-7840

UNIX is a registered trademark in the United States and other countries, licensed

exclusively through X/0pen Company Limited.
Copyright ©2000 Agilent Technologies

Specifications subject to change.
5965-9334E 05/00 Rev B

Australia/New Zealand:

Agilent Technologies Australia Pty Ltd
347 Burwood Highway

Latin America:

Agilent Technologies

Latin American Region Headquarters
5200 Blue Lagoon Drive, Suite #950 Forest Hill, Victoria3131

Miami, Florida 33126 Tel: 1-800-629-485 (Australia)
U.SA. Fax: (61-3) 9272-0749

Tel: (305) 267-4245 Tel: 0-800-738-378 (New Zealand)
Fax: (305) 267-4286 Fax: (64-4) 802-6881

Asia Pacific:

Agilent Technologies

19/F, Cityplaza One, 1111 King's Road,
Taikoo Shing, Hong Kong, SAR

Tel: (852) 2599-7889

Fax: (852) 2506-9233

. Agilent Technologies

Innovating the HP Way



